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1
Decision/action requested

This contribution proposes to evaluate the solution 14.
2
References

[1]
3GPP TR 33.839 "Study on security aspects of enhancement of support for edge computing in 5G Core (5GC) ".
3
Rationale

This document proposes an evaluation of Solution #14.
4
Detailed proposal

*************** Start of 1st Change ****************
6.14
Solution #14: Protection of Network Information Provisioning to Local AF directly

6.14.1
Solution overview

This solution addresses the security requirement for the case that the UPF exposes information to local AF directly in the key issue 7.  

NOTE: The interface between local UPF and local AF is N6 and how to deliver the information on N6 is out of scope.

6.14.2
Solution details
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Figure 6.14.2-1 Protection of Network Information Provisioning to Local AF
1. AF establish a TLS session with the NEF, to secure the communication between the AF and NEF.

2a-2b. The AF generates a Key-ID for the UE and derives a KLE. The Key-ID is used to identify the KLE, and the KLE is used to protect the message transmission between UPF and AF. The AF provides the Key-ID to NEF in the request service.

3-4. The NEF initiates the policy authorization with PCF, including the K-ID and KLE received from the AF.  PCF initiates the PDU session modification procedure as defined in clause 4.3.3.2 of TS 23.502 [3] and provides the Key-ID and KLE to the SMF.

5. SMF sends the notification information with Key-ID and KLE to the UPF.

6. When the QoS monitoring information is received from RAN, the UPF generates MAC-I over the message using the KLE to prove its authenticity. The UPF sends the message including Key-ID and MAC-I to AF.

7. The AF retrieves the KLE based on the received Key-ID and verify the MAC-I. 
6.14.3
Solution evaluation 

This solution fully addresses the security requirement for the case that UPF exposes the network information to local AF directly described in Key issue#7.
This solution is based on the KLE generated between the NEF and AF. The AF derives the Key-ID for the KLE and provides the Key-ID to NEF during network information provisioning subscription procedure. And the NEF provides the Key-ID and KLE via PCF to SMF and further to UPF.
When the UPF determines to provision the network information to AF via N6, the UPF uses the KLE to protect the network information and provides the Key-ID to AF for retrieving the KLE and verifying the MAC-I.

*************** End of 1st Change ****************
